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Welcome
Aviva People Privacy Notice

Welcome to the Aviva Privacy Notice for our employees and 
contingent workers

This Privacy Notice explains how we collect and use Personal Data for:

•

•

•

Applicants and candidates

All current colleagues, including all current employees, workers, individual contractors, contingent workers, 
interns, agency workers, consultants, directors and third parties whose information is provided to us in 
connection with one of these relationships (e.g. next-of-kin, emergency contact information and dependents)

All former colleagues

This Privacy Notice is issued on behalf of the Aviva Group companies that operate within the United Kingdom. 
When we mention “Aviva”, “we”, “us” or “our” we are referring to the relevant company in the Aviva Group that 
processes your Personal Data and those third parties who do so on our behalf. The Aviva Group companies will be 
the data controller of your Personal Data.

The information in this Privacy Notice is important, so we have tried to make it very easy to navigate. Use the links 
to find out more about how we collect, use and share Personal Data.

It is important to read this Privacy Notice together with any separate privacy or fair processing notices that we may 
provide when collecting Personal Data from you. Any such notices are important. They will explain the Aviva Group 
company (or third party) which is legally responsible for managing your Personal Data and give more information 
about how we, and any third party, will use the particular Personal Data collected, your rights and in some cases 
details of any other provisions that may apply to the processing of that Personal Data.

We may seek your consent to certain processing. If consent is required for the processing in question, it will be 
sought from you separately (whether within a fair processing notice or otherwise) directly by us or a third party 
appointed to do so on our behalf. This helps us to ensure that it is freely given, informed and explicit.

We will only use your Personal Data for the purposes for which we collected it, unless we reasonably consider 
that we need to use it for another reason and that reason is compatible with the original purpose. If the way that 
Personal Data will be managed differs from this Privacy Notice or is incompatible with the original purpose the data
was collected for, additional information regarding this processing will be provided to you and, if necessary, we will
collect consent from you and explain the consequences if you choose not to consent. You should be aware that it is 
not a condition or requirement of your relationship with us that you agree to any request for consent from us.

Please note that we may process your Personal Data without your knowledge or consent, in compliance with this 
Privacy Notice, where this is required or permitted by applicable law.

If you have any questions about how your Personal Data is managed, please refer to the further details 
provided in this Privacy Notice. If you continue to have questions, you can use the contact details provided to 
ask these to us directly.

We may amend this Privacy Notice from time to time to keep it up to date with current legal requirements and the 
way we operate our business.

This Privacy Notice was last updated 6th January 2023.
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General Information about 
how your Personal Data is 
processed
We have set out some information regarding how we manage your 
Personal Data below, in the form of Frequently Asked Questions.
If you have a question which is not answered in the text below, please use the contact us information provided to 
ask us directly.

Question Answer
What is the basis on which you 
justify processing my Personal 
Data?

In order to carry out any processing of your Personal Data, we need to ensure that we have a 
particular reason to do so. We have set out the reasons we have for processing your Personal Data 
in this Privacy Notice.

These reasons can be grouped into one or more general grounds for processing, which directly 
relate to the grounds for processing set out in the GDPR and the DPA. We have also identified 
these general grounds within this Privacy Notice.

Please contact us to receive more information regarding the lawful bases for processing or our 
legitimate interests, if you have any questions at all or would like more detail than is set out in this 
Privacy Notice.

The general grounds and what they mean are described further below:

Grounds Description

The processing is needed for a contract with 
you.

We can process your Personal Data where the 
processing is necessary for the performance of 
a contract to which you are a party or in order 
to take steps at your request prior to entering 
into such a contract.

This means that we can carry out the actions 
needed to conclude or execute our contract 
with you. For example, we need some 
information from you to be able to pay you and 
provide you with benefits.

The processing is needed so that we can 
comply with our legal obligations.

We can process your Personal Data where this 
processing is necessary for compliance with a 
legal obligation to which we are subject.

Therefore, we can carry out any actions we 
need to take in order to comply with laws. This 
could include complying with employment law, 
tax requirements or immigration rules.
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Question Answer
The processing is needed for our legitimate 
interests.

We can process your Personal Data where
the processing is necessary for our legitimate 
interests, provided that those interests are not 
overridden by your interests or your rights in 
your own Personal Data.

Where we are relying on this ground as the 
basis for our processing, we will tell you what 
our legitimate interests are (whether in this 
Privacy Notice or in another fair processing 
notice).

We can carry out any actions we consider
are needed for these interests, as long as we 
consider that the processing in question does 
not negatively infringe on your privacy rights 
and interests.

What are Special Categories of 
Personal Data?

Special Categories of Personal Data means any Personal Data relating to your health,
genetic or biometric data, sex life, sexual orientation, racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership. Medical Information and Diversity 
Information form part of Special Categories of Personal Data.

What is the basis on which
you justify processing my 
Special Categories of Personal 
Data and my criminal checks 
information?

In order to carry out any processing of your Special Categories of Personal Data, we need to 
ensure that we have a particular reason to do so - in addition to the grounds for processing your
Personal Data set out in this Privacy Notice. We have set out the reasons we have for processing
your Special Categories of Personal Data in this Privacy Notice.

These reasons can be grouped into one or more grounds for processing, which directly relate
to the grounds for processing Special Categories of Personal Data set out in the GDPR and the 
DPA. We have also identified these grounds within this Privacy Notice where Special Categories of 
Personal Data are processed.

The same grounds can also be relied upon for processing Criminal Check Information.

These grounds and what they mean are described further below:

Grounds Description

The processing is needed for carrying out our
employment law obligations.

This means where the processing is necessary 
for the purposes of carrying out the obligations 
and exercising the rights of you or us in the 
field of employment law, social security and 
social protection law (such as health and safety 
law).

This means that we can carry out any actions 
we need to undertake in order to comply 
with our obligations under employment, tax 
and health and safety law. This could include
managing you in accordance with employment
law or complying with reporting requirements.

The processing is necessary for substantial 
public interests.

This means where the processing is necessary 
for reasons of substantial public interest, as set 
out in the GDPR and the DPA.
This includes (without limitation) processing 
Personal Data for the purposes of preventing
and detecting unlawful acts, equality of
opportunity or treatment between different
groups of people, promoting diversity at senior 
levels of the organisation, and as a result of 
regulatory requirements relating to unlawful acts 
and dishonesty.
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Question Answer
The processing is needed to protect your life 
or the life of another.

This means where the processing is necessary 
to protect your vital interests or that of another 
person where you are physically or legally 
incapable of giving consent.

This means that we can process your Personal 
Data in exceptional emergency situations, such 
as a medical emergency, for example.

The processing is necessary for insurance 
purposes.

This means where the processing is necessary 
for the purposes of providing you and your 
family with insurance products or complying 
with obligations that arise under an insurance 
product.

The processing is necessary for occupational 
pensions.

This means where the processing is necessary 
for the purpose of making a determination
in connection with eligibility for, or benefits
payable under, an occupational pension 
scheme.

The processing is needed for legal claims. This means where the processing is necessary 
for the establishment, exercise or defence of 
legal claims.

The processing is for statistical purposes. This means where processing is necessary for 
archiving purposes, scientific or historical 
research purposes or statistical purposes and is 
in the public interest.

What if I do not provide you 
with my Personal Data?

In some cases, you will be free to withhold Personal Data from us, however if you do withhold 
specific information we may not be able to continue with your relationship with us if we believe 
we require the relevant information to support the effective and efficient administration and 
management of our relationship. For example, we require your Identity Information, Contact 
Information and Payroll Information in order to pay you. If this is not provided, we may be 
unable to manage our contractual relationship.

How do we keep your 
information secure?

We are committed to protecting the confidentiality and security of the information provided to
us and have invested in robust technical, physical and organisational security controls to protect 
information against unauthorised access, damage, disclosure or loss.

If you would like more information about the safeguards we have put in place, please see the
Global Data Privacy Standard** or contact us.

** You are only able to access the policies and standards referred to in this Privacy Notice through Aviva World which you will have access to once you 
start working for Aviva.  If there is a particular policy or standard you would like to see before then please speak with your recruitment consultant.
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Question Answer
Where do we get your Personal 
Data from?

In most cases, we receive the Personal Data direct from you. You either provide this to us (or our 
third party) at recruitment or do so at another time during your employment with us. This will 
include Personal Data that you input into a form or through our self-service portal on Workday, as 
well as information that you give to the People Function team and to your leader.

For example, you provide information directly to us in an application form, CV or similar 
document. You will provide this through our People Function team, local leader or through our 
online portals or third parties.

We may create Personal Data about you during your employment.

As stated, in some cases, we obtain Personal Data about you from third party sources.

Internal sources

In addition to the Personal Data that you provide to us, we may generate some further Personal 
Data internally. This will usually be generated by your leaders and the People Function. For 
example, we will create interview notes during recruitment and we will also give you regular 
feedback as part of your development and any performance management processes.

In some circumstances, data may be collected indirectly from monitoring devices or by other 
means (for example, building and location access control and monitoring systems, CCTV, 
telephone logs and recordings (including recordings of video calls and collaborative browsing 
sessions with customers) and email and Internet access logs) to the extent permitted by applicable 
laws. In these circumstances, the data may be collected by us or a third party provider of the 
relevant service.

External sources

Due to the size and complexity of our operations it is not possible to name each of our sources
of Personal Data in this notice. However, we may obtain some information from third parties, for 
example, references from a previous employer, customer feedback, medical reports from external 
professionals, tax authorities, benefit providers or where we employ a third party to carry out a 
background check (where permitted by applicable law). Please contact us if you have any 
questions regarding the source of your personal data or would like more detail than is set out in this 
Privacy Notice.

When do we share your 
information with others?

Within Aviva, your Personal Data can be accessed by or may be disclosed internally on a need- to- 
know basis. Your Personal Data may also be accessed by third parties, including suppliers, 
advisers, national authorities and government bodies.

The sharing of your data includes where this relates to your employment (for example with a 
supplier who processes payroll), and also where this relates to business activities you carry out on 
behalf of Aviva (for example with a supplier who manages travel bookings).

Where these third parties act as a data processor (for example a supplier who carries out pre- 
employment screening on our behalf) they carry out their tasks on our behalf and upon our 
instructions for the purposes set out in this Privacy Notice. In this case your Personal Data will 
only be disclosed to these parties to the extent necessary to provide the required services.

In some cases, the external recipient may also be a data controller of your Personal Data. In such 
a case, a further notice may be provided to you regarding the processing of your Personal Data.
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Question Answer

Internal Recipients

Internal recipients of your Personal Data include:

• local, and global People Function departments, including leaders and team members;

• local, and executive management, or other Aviva employees on their behalf, responsible for 
managing or making decisions in connection with your relationship with Aviva or when involved in a 
People Function process concerning your relationship with Aviva (including, without limitation, - 
colleagues from Company Secretarial, Compliance, Legal, Group Investigation and Forensic Audit 
and Information Security);

• colleagues in the Pension function and other areas relating to the provision of colleague benefits; 

• system administrators; and

• where necessary for the performance of specific tasks or system maintenance by colleagues in
teams such as the Group Tax, Treasury, Finance, Internal Audit and IT departments, the RemCo and 
the Global People Function information systems support team.

Personal information may also be shared with certain interconnecting systems such as recruitment 
systems and local payroll, benefits and IT systems.

In addition, certain basic Personal Data, such as your name, location, job title, contact information 
and any published skills and experience profile may also be accessible to other employees for the 
purposes set out in the Privacy Notice. This includes your profile on our HR System such as Workday 
for example.

External Recipients

Due to the size and complexity of our operations it is not possible to name each of our external data 
recipients in this notice.

The categories of third parties with whom your personal data will be shared, includes:

• our clients or customers;

• suppliers and service providers;

• tax authorities;

• regulatory authorities;

• our re-insurers;

• bankers;

• doctors/GPs or other medical professionals;

• IT administrators;

• lawyers;

• auditors;

• investors;

• consultants and other professional advisors;

• organisations involved in divestment activities;

• payroll providers; and

• administrators and providers of our benefits.

Personal Data contained in our HR and other interconnecting systems may be accessible by 
providers of those systems, their associated companies and sub-contractors (such as those involved 
with the hosting, supporting and maintaining the framework of our HR information systems).

We expect these third parties to process any data disclosed to them in accordance with the 
contractual relationship between them and us and applicable law, including with respect to data 
confidentiality and security.

In addition, we may share Personal Data with national authorities in order to comply with a legal 
obligation to which we are subject. This is for example the case in the framework of imminent or 
pending legal proceedings or a statutory audit.
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Question Answer
Is any of my Personal Data 
transferred overseas?

We share your Personal Data within the Aviva Group as set out in this Privacy Notice. Some of 
the people who access your Personal Data may not be in the same country as you and may be 
outside of the UK.

Any transfers within the Aviva Group will be covered by an intra-group agreement which gives 
specific contractual protections to ensure that your Personal Data receives an adequate and 
consistent level of protection wherever it is transferred within the Aviva Group.

In addition, some of the external organisations we share your Personal Data with may be 
located outside of the UK. We will always take steps to ensure that any transfer of information 
outside the UK is carefully managed to protect your privacy rights:

• we will only transfer Personal Data to countries which are recognised as providing an adequate 
level of legal protection (such as countries in the European Economic Area) or where we can be 
satisfied that alternative arrangements are in place to protection your privacy rights;

•  transfer to service providers and other third parties will be protected by contractual commitments 
or other legally acceptable mechanisms that ensure an adequate level of protection; and

•  any requests for information we receive from law enforcement or regulators will be carefully 
checked before Personal Data is disclosed

How long do we retain Personal 
Data?

We will retain your Personal Data for as long as is reasonably necessary for the purposes explained 
in this Privacy Notice. In some circumstances we may retain your Personal Data for longer periods of 
time, for instance where we are required to do so in accordance with legal, regulatory, tax or 
accounting requirements.

In some cases, we may also retain your Personal Data for longer periods of time so that we have an 
accurate record of your dealings with us in the event of any complaints or challenges, or if we 
reasonably believe there is a prospect of litigation relating to your relationship with us.

We maintain Group Record Retention Guidelines** which we apply to records in our care. Where 
your Personal Data is no longer required we will ensure it is either securely deleted or stored in a 
way that no longer identifies you.

We will generally retain your Personal Data only so long as it is required for purposes for which it 
was collected. This will usually be the period of your employment or other contract with us plus the 
length of any applicable statutory limitation period following your departure, although some data, 
such as pension information, may need to be kept for longer. We may keep some specific types of 
data, for example, tax records, for different periods of time, as required by applicable law and as set 
out in the Group Record Retention Guidelines.

How do we manage the 
collection of Personal Data 
about other individuals?

Apart from Personal Data relating to yourself, you may also provide us with Personal Data of third 
parties. For example, you may provide us with Next of Kin Information as set out in this Privacy 
Notice.

Before you provide information about others to us, you must first inform these individuals that you 
intend to provide their details to us and of the processing to be carried out by us, as detailed in this 
Privacy Notice.

How do we manage changes to 
this Privacy Notice?

We may amend this Privacy Notice from time to time for example, to keep it up to date or to comply 
with legal requirements or changes in the way we operate our business.

This Privacy Notice was last updated on 6th January 2023.

** You are only able to access the policies and standards referred to in this Privacy Notice through Aviva World which you will have access to once 
you start working for Aviva. If there is a particular policy or standard you would like to see before then please speak with your recruitment consultant.
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All colleagues
We carry out certain processing activities for all employees and 
workers, regardless of type and stage of the relationship. To 
the extent that this Personal Data is not collected from you, it is
generated internally through our management, People Function
and payroll processes.
Click on the links below to learn more about these activities and the types of Personal Data we typically process for 
all colleagues.

In particular:

Activity Detail
Reporting We will process your Personal Data to analyse trends and patterns, which may include colleague/ 

business unit performance centrally in order to drive better business decisions regarding 
resourcing and structural performance within the business units, that result in better outcomes 
from our customers.

We may process information collected from our access control systems and combine this data with 
other data we hold about you including demographic data already held in our internal HR systems 
like Workday to analyse office attendance trends and patterns, and to inform our site strategy.

To do this, depending on the nature of the report, we will process, analyse and report on your
Access Control Information, Career Information, Contact Information, Entitlement 
Information, Identity Information, Job Information, Leave Information, Medical 
Information, Next of Kin Information, Payroll Information, Performance Information, 
People Function Process Information, Recruitment Information, Regulatory Information, 
Remuneration Information, Skills Information, Talent Management Information; 
Termination Information, Training Information and Volunteering Information.

We process this Personal Data for our legitimate interests to understand and analyse our 
business operations.

To the extent that we process a Special Category of Personal Data for reporting 
purposes we process this Personal Data to comply with our employment law 
obligations for statistical purposes.
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Activity Detail
Diversity, Inclusion & Equal 
Opportunities

As an equal opportunities employer, we monitor and review the diversity of our applicants and 
our successful candidates (refer to Applying for a role section for further details on 
applicants) as well as our existing workforce.  This includes for senior manager positions, 
processing diversity information for the purpose of  promoting the diversity of individuals holding 
these positions. We do so to ensure that we are complying with our obligations and that we are 
promoting a diverse workplace which promotes equal opportunities for all. Our commitment to 
diversity is set out in our Fairness & Equality at Work Policy**.

The Personal Data that we process for this purpose is Identity Information, Nationality 
Information and Diversity Information.

We process this Personal Data because it is necessary for performance of our legitimate 
interests to promote, manage and monitor equality at work. We may use data analysis, 
models and algorithms to monitor the diversity of Aviva’s workforce. We may use a number of 
data items to do this including Identity Information, Diversity Information, Performance 
Information, Career Information, Job Information, Leave Information, Remuneration
Information, Skills Information, Talent Management Information, Termination
Information, Training Information and Nationality Information.

Before we use any such data we carry out a number of checks including ensuring there are no 
legal restrictions on using the data under data protection laws or the Equality Act 2010 and we 
consider whether use of the data might cause outcomes that are unfairly or unlawfully biased. 
We then use statistical modelling techniques to assess the data to ensure that the data tells us 
something meaningful. Where possible, we pseudonymise the Personal Data in order to perform 
this analysis. This means that we remove information from which you can be directly identified, 
e.g. your name, and replace it with a pseudonym or unique identifier.

Your Diversity Information is a Special Category of Personal Data. To the extent that this 
activity is required under applicable law, we process this Personal Data to comply with 
our employment law obligations to report certain information in a statistical format. 
Where we process this data for the purposes of ensuring the equality of opportunity or 
treatment between different groups of people,  or to promote and maintain diversity  at 
senior levels of our organisation, we rely on substantial public interest.

** You are only able to access the policies and standards referred to in this Privacy Notice through Aviva World which you will have access to once you 
start working for Aviva.  If there is a particular policy or standard you would like to see before then please speak with your recruitment consultant.
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Applying for a role
When you apply for a role with us, we will process Personal Data in
order to manage and administer your application.
Click on the links below to learn more about these activities and the types of Personal Data we typically process in
connection with recruitment and selection.

In particular:

Activity Detail
Accept your application We need to know who you are and identify you in order to be able to begin to engage with you 

regarding your application to us.

We use your Contact Information, your Identity Information and your Nationality 
Information in order to assess your identity and accept your application. We may also use 
Regulatory Information if the role that you have applied for is regulated.

We do this to prepare to enter into a contract with you and on the basis of our legitimate 
interests in complying with our regulatory obligations.

We may add to the information that you provide to us when we undertake our checks of your 
identity and when we consider your application. Any new Personal Data will be generated 
internally, through People Function or the management team.

If your application is managed by a recruitment agency or other third party who acts on our 
behalf, this information will be received from that agency or third party.

Diversity, Inclusion & Equal 
Opportunities

As an equal opportunities employer, we monitor and review the diversity of all our candidates. This 
includes for senior manager positions, processing diversity information for the purpose of 
promoting the diversity of individuals holding these positions. We do so to ensure that we are 
complying with our obligations and that we are promoting a diverse workplace which promotes 
equal opportunities for all. Our commitment to diversity is set out in our Fairness & Equality at 
Work Policy**.

The Personal Data that we process for this purpose is Identity Information, Nationality 
Information, Recruitment Information and Diversity Information.

We process this Personal Data because it is necessary for performance of our legitimate 
interests to promote, manage and monitor equality throughout our recruitment  p rocess.

We may use data analysis, models and algorithms to monitor the diversity of all our candidates. We 
may use a number of data items to do this including Identity Information, Diversity 
Information, Recruitment Information, and Nationality Information. Before we use any such 
data we carry out a number of checks including ensuring there are no legal restrictions on using the 
data under data protection laws or the Equality Act 2010 and we consider whether use of the data 
might cause outcomes that are unfairly or unlawfully biased. We then use statistical modelling 
techniques to assess the data to ensure that the data tells us something meaningful. Where 
possible, we pseudonymise the Personal Data in order to perform this analysis. This means that we 
remove information from which you can be directly identified, e.g. your name, and replace it with a 
pseudonym or unique identifier.

Your Diversity Information is a Special Category of Personal Data. To the extent that 
this  activity  is  required  under  applicable  law,  we  process  this  Personal  Data  to 
comply  with  our  employment  law  obligations  to  report  certain  information  in  a 
statistical  format.  Where  we  are  ensuring  equality  of  opportunity  or  treatment 
between different groups of people, or for the purposes of promoting and maintaining 
diversity  at  senior  levels  of  our  organisation,  we  rely  on  substantial public interest.

**You are only able to access the policies and standards referred to in this Privacy Notice through Aviva World which you will have access to once you 
start working for Aviva.  If there is a particular policy or standard you would like to see before then please speak with your recruitment consultant.
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Activity Detail
Assessment and selection To assess your suitability for a role, we will collect and process your Personal Data. This 

assessment includes considering your qualifications, educational history, work experience and 
skills against those of other candidates and our role specification and requirements.

We will process Identity Information, Recruitment Information and Skills Information for 
the purposes set out above. We may also use Regulatory Information, if the role that you have 
applied for is regulated.

We do this to prepare to enter into a contract with you and for our legitimate interests to 
ensure that we recruit the best candidate for our organisation. For regulated roles, we 
also process this information on the basis of our legitimate interests in complying with 
our regulatory obligations.

We may add further information to your application as you proceed through the selection 
process. The activities we undertake could include a review of your application, internal 
discussions, interview with you and internal feedback and it is likely that further Personal Data will 
be generated by you, our leaders, People Function and recruiters.

Where you have been unsuccessful in your application, and only where you have agreed to be 
contacted by us, we may contact you in relation to other suitable vacancies.  Should you wish to opt 
out at any time please use the contact details provided.

Background checks We need to carry out pre-employment vetting and background checks to confirm relevant issues 
such as your credit status, identity, employment history and professional qualifications. We carry 
out these checks in order to protect our business, customers and our colleagues.

The Personal Data that we will review for this purpose may include Contact Information, 
Identity Information, Job Information, Nationality Information, Recruitment Information, 
Performance Information, and Vetting Information.

We carry out this processing on the basis of our legitimate interests in protecting our 
business, customers and our employees.

Our third party supplier will assist us to carry out these background checks. They may provide
us with additional Personal Data relating to you in the form of the results of the checks and any 
report. We may also generate further Personal Data when the results are considered internally by 
leaders, People Function and recruiters.

Where you have previously worked for Aviva, or are an internal candidate, we will review 
performance information, termination information, vetting information and medical information.

In addition, we will also receive references about you from former employers and other referees 
that you may provide. Where you apply for a regulated position and/or Senior Manager role, we 
may conduct checks through publicly available professional social media profiles and/or a 
general news search against your name. Our suppliers will access a database of individual and 
organisational profiles and news sources from the world's major trade, business and scholastic 
journals, local newspapers, regional business publications, national and international business 
newspapers, industry newsletters, corporate news releases and newswires from all regions of 
the globe. We will only conduct such searches where you have been shortlisted for a role and 
where we have notified you in advance of such processing.

We process this information on the basis of our legitimate interests and only collect and 
process personal data relating to job applicants to the extent that doing so is necessary and 
relevant to the performance of the job which is being applied for e.g. in order to be able to 
assess specific risks regarding candidates for a specific function.
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Activity Detail
Additional background checks - 
regulated roles only

Where you are a PRA or FCA approved person or your role is subject to regulatory requirements 
set out by the PRA or the FCA, we will need to undertake additional background checks as these 
are required by the relevant regulatory regime.

In addition to the checks set out above, we also need to carry out additional pre-employment 
vetting and background checks to confirm your regulatory status and your fitness and propriety to 
hold the relevant role. We carry out these checks in order to protect our business, customers and 
our colleagues and comply with our regulatory requirements.

We also need to ensure that we obtain the correct regulatory references, as required by the 
applicable regulations.

The Personal Data that we will review for this purpose may include Contact Information, 
Identity Information, Job Information, Nationality Information, Recruitment Information, 
Regulatory Information and Vetting Information.

Criminal record screening In addition to the background checks referred to above, we may also undertake criminal 
background checks where this is necessary to protect our business and our customers.

The Personal Data that we will review for this purpose may include Contact Information, 
Identity Information, Job Information, Recruitment Information, Regulatory Information 
(where applicable and depending on the circumstances) and Criminal Check Information.

We carry out this processing on the basis of our legitimate interests in protecting our 
business, customers and our employees and complying with our regulatory obligations.

To the extent that we process Criminal Check Information, we process this Personal Data on 
the basis of employment law obligations, as applicable.

Our third party supplier will assist us to carry out these criminal background checks. They may 
provide us with additional Personal Data relating to you in the form of the results of the checks 
and any report.

Right to Work We need to ensure that all successful candidates have the right to work in the United Kingdom 
before they commence working for us.

The Personal Data that we process for this purpose is Identity Information, Contact 
Information and Nationality Information.

If we need to assist you with a visa or other immigration application, we may also require 
additional information for this purpose such as Next of Kin Information, Recruitment 
Information and Skills Information.

We process this Personal Data in order to comply with our legal obligations.

We may process Personal Data which we will receive regarding immigration and any associated 
applications from government agencies, our immigration specialists, People Function, 
management and recruiters.

Making an offer / onboarding If we wish to offer you a role with us we will need to use your Personal Data in order to make an 
offer to you and generate the appropriate documentation.

The Personal Data that we may process for this purpose may include your Contact Information, 
Identity Information, Job Information, Entitlement Information, Recruitment 
Information, Remuneration Information, Skills Information, Regulatory Information (as 
appropriate) and certain Vetting Information. If you choose to accept the job offer, we will
need to process some of the Personal Data above and Next of Kin Information and Payroll
Information.

We do this to prepare to enter into a contract with you and for our legitimate interests in 
onboarding you into our organisation and complying with our regulatory obligations.
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As an employee or 
contingent worker
We will collect, use and share Personal Data about you if you 
currently work at Aviva. To the extent that this Personal Data is 
not collected from you, it is generated internally through our 
management, People Function and payroll processes.
Click on the links below to learn more about these activities and the types of Personal Data we typically process in 
connection with this relationship.

In particular:

Activity Detail
Managing our relationship We will process your Personal Data to ensure that the terms of your contract with us are 

administered effectively. This will include answering your queries through the Ask HR function, 
managing your employment record, whether through the self-service portal on Workday or 
otherwise and any other management action with respect to your relationship with us.

To do this, we will need to process Contact Information, Career Information, Carer 
Information, Identity Information, Job Information, Entitlement Information, Leave 
Information, Medical Information, Nationality Information, Next of Kin Information, 
Payroll Information, Performance Information, Recruitment Information, Regulatory 
Information (if applicable), Remuneration Information, Secondary Employment, Skills 
Information, Talent Management Information, Termination Information, Vetting 
Information and Volunteering Information.

Personal Data may be generated by the occupational health team or by third party suppliers, 
including those who assist with background checks. We may also use this information to 
assess the current capacity of you for continuing your employment with us.

We process this Personal Data because it is necessary for performance of our contract 
with you, for compliance with our legal obligations and because it is in our 
legitimate interests .

Medical Information is a Special Category of Personal Data. To the extent that your 
Medical Information is processed, this is done on the basis of carrying out our 
employment law obligations to you.

To the extent that anyone else’s medical information is processed as part of the Carer 
Information provided by you this is done on the basis of us carrying out our employment 
obligations to you.
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Activity Detail
Reward We will process your Personal Data to ensure that you receive the benefits and rewards applicable 

to your relationship with us.

To do this, we will process Access Control Information, Contact Information, Identity 
Information, Job Information, Entitlement Information, Leave Information, Nationality 
Information, Next of Kin Information, Payroll Information, Remuneration Information, 
Talent Management Information, Training Information, Termination Information and 
Vehicle Information.

We process this Personal Data because it is necessary for performance of our 
employment contract with you and for our legitimate interests to ensure that we reward 
our people appropriately. We may also process your data where we are legally obligated to 
provide this information (such as AGM disclosures) and in-line with statutory 
requirements (such as equal pay).

Your Personal Data will be shared with our external benefits providers (where appropriate) and 
with other Aviva Group companies who provide benefits as set out in this Privacy Notice.

Payroll We will process your Personal Data to ensure that the terms of your contract are administered 
effectively, including any terms in relation to your pay.

To do this, we will process your Contact Information, Identity Information, Job Information, 
Payroll Information, Entitlement Information, Leave Information, Remuneration 
Information, Termination Information and Vehicle Information.

We process this Personal Data because it is necessary for performance of our 
employment contract with you and for our legal obligations to comply with 
statutory requirements (such as sick pay and tax purposes).

We may receive and share information from third parties in order to manage this processing 
activity, such as with tax authorities, the court service or with other organisations, for the 
purposes of providing data, for example, to support your mortgage or rental application, 
where specifically instructed to do so by yourself.

WOW Recognition Scheme We will process your Personal Data to allow you to participate in and receive awards under the 
WOW scheme.

To do this, we will process your Contact Information, Identity Information, Job Information, 
Performance Information and Payroll Information.

We process this Personal Data for our legitimate interests in rewarding, incentivising and 
recognising our colleagues.

Managing all types of leave 
including annual leave, family 
friendly leave, sickness absence 
and all other types of statutory 
leave

We will process your Personal Data so that we can manage all types of leave including your 
annual leave, family friendly leave, sickness absence and all other types of statutory leave. 
To do this Personal Data may also be shared with key individuals who are responsible for 
employee welfare and wellbeing within departments across Aviva.

To do this, we will process Contact Information, Identity Information, Job Information, 
Entitlement Information, Leave Information, Performance Information, Next of Kin 
Information, Payroll Information, Medical Information and Remuneration Information.

If it is necessary for you to undergo a medical assessment, you may provide some Medical 
Information directly to the occupational health team during the assessment process. Information 
relating to this medical report will be provided to us from the occupational health team.

We process this Personal Data because it is necessary for performance of our 
employment contract with you and for compliance with our legal obligations.

Your Medical Information is a Special Category of Personal Data. To the extent that
your Medical Information is processed, this is done on the basis of carrying out our 
employment law obligations to you, which include our obligations under health and 
safety law.
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Activity Detail
Business Reorganisation We will process Personal Data from time to time about you in order to help us run the business 

effectively and manage change and transformation programmes.

In order to do so, we will process your Identity Information, Job Information and 
Performance Information.

We may also process Remuneration Information, Skills Information, Talent Management 
Information and Termination Information.

Depending on the type of programme, we may need to share your Personal Data with third 
parties, as a result of such activities.  This includes organisations involved in divestment or 
commercial contract change  activities, and any consultants that Aviva engages, for example as 
part of  a transformation programme.

We will process this Personal Data for our legitimate interest in ensuring the business is 
run effectively and to comply with our legal obligations.

Legal and regulatory 
compliance

We will process Personal Data in order to comply with our legal and regulatory obligations, 
including in relation to HMRC, our health and safety obligations, working time and any other legal 
or regulatory obligations imposed on us by the PRA, FCA, as an insurance company or otherwise.

To do this, we will process Identity Information, Job Information, Entitlement Information, 
Leave Information, Medical Information, Nationality Information, Payroll Information, 
Regulatory Information (where applicable), Remuneration Information, Secondary 
Employment, Termination Information, Training Information, Vetting Information and Next 
of Kin Information.

We may need to share your Personal Data with regulatory authorities, public authorities, 
enforcement bodies, legal advisers and other third parties for these purposes. From time to time we 
may be asked to provide information about our workforce to our regulators, to law enforcement 
and other public authorities, or to meet legal disclosure requests as part of a legal process or court 
order. These requests may cover a range of matters including financial conduct, data protection, 
tax, employment and criminal convictions here in the UK or overseas.

We process this Personal Data because it is necessary for compliance with our legal 
obligations and on the basis of our legitimate interests in complying with our regulatory 
obligations.

Your Medical Information is a Special Category of Personal Data. To the extent that your 
Medical Information is processed, this is done on the basis of of carrying out our employment law 
obligations to you, which include our obligations under health and safety law.

Business continuity We may process your Personal Data in the event of an interruption of normal business activities 
to enable business continuity, managing a crisis and make contingency plans. This may include 
analysing the impact on the business, identifying and implementing steps to recover business 
functions for example managing office closures, remote working and managing a safe return to 
the office for employees.

This may include processing Contact Information, Identity Information, Job Information, 
Leave Information and Medical Information,

We process this Personal Data for our legitimate interests in protecting our business, 
customers, and our employees. We also process this Personal Data to ensure compliance 
with our legal obligations.

To the extent that this involves the processing of Special Category Data, we process this 
Personal Data on the basis of carrying out our employment law obligations.
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Activity Detail
Business protection - online We undertake processing activities during your employment which are designed to ensure that 

our business operations are protected. This includes protecting our networks, and personal 
data of employees and customers/clients against unauthorised access, data leakage, o r
f r a u d  and ensuring our business policies, such as those concerning compliance, security,
email and internet use, are adhered to for operational reasons. These activities include 
monitoring both the behaviour and activity of our employees and the use of our systems.

In some circumstances, data may be collected indirectly from monitoring devices or by other 
means (for example, monitoring systems, system audit logs, telephone logs and recordings 
and email and Internet access logs), if and to the extent permitted by applicable laws. In these 
circumstances, the data may be collected by us or a third party provider of the relevant service.

We use a range of data loss, fraud and compliance prevention measures such as phishing alert
tools, privileged access management tools, email quarantine and scanning tools, and audit 
reviews to:

• Identify the risks to the organisation and assess the consequences of these risks to the operations; 
• Make informed decisions on how to react with regards to risks;
• Apply privileged user credentials;
• Deploy password management tools;
• Prevent unauthorised access to systems;
• Prioritise actions in order to deal with these risks;
• Effectively monitor suspicious activities;
• Prevent or detect crime; and
• Raise colleague awareness on Information Security.

Further information as to how these tools work and what limited data, they process can be
found in our Acceptable use Policy**.

We process this Personal Data because it is necessary for compliance with our legal 
obligations and on the basis of our legitimate interests in complying with our 
regulatory obligations, protecting our business, monitoring use of our systems and 
assets and to  manage the activities and behaviour of our employees .To do this, we 
may process any of the Personal Data held on our systems. We may also 
incidentally process  Special Categories of Personal Data or  Criminal Checks 
Information. To the extent that we process Special Categories of Personal Data 
or  Criminal Check Information, we process this Personal Data on the basis of 
carrying out our employment law obligations.

In addition, we may need to process data related to the use of our systems (e.g. email content) for 
the purpose of complying with our legal obligations in responding to any individual rights requests.

Business protection
– onsite

We will process your Personal Data including your Identity Information for the purposes of 
managing office facilities.

We use video-surveillance systems and automatic number plate recognition systems for the 
sole purposes of security and access control.  This will include the processing of Identity 
Information, Image Information and Vehicle Information. The video-surveillance system 
helps control access to our building and helps ensure the security of our building, the safety of 
our colleagues and visitors, as well as property and information located or stored on the 
premises. It complements other physical security systems such as access control systems and 
physical intrusion control systems. It forms part of the measures to support our broader security 
policies and helps prevent, deter, and if necessary, investigate unauthorised physical access, 
including unauthorised access to secure premises and protected rooms. Further information 
can be found in our CCTV Code of Practice**.

We process this Personal Data for our legitimate interests in protecting our business, 
customers, and our employees. We also process this Personal Data to ensure 
compliance with our legal obligations.

** You are only able to access the policies and standards referred to in this Privacy Notice through Aviva World which you will have access to once you 
start working for Aviva.  If there is a particular policy or standard you would like to see before then please speak with your recruitment consultant.
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Activity Detail
Investigations, complaints, 
disciplinaries and formal 
resolutions

As a responsible business, we may need to process your Personal Data for People Function 
processes, such as disciplinary and formal resolution processes, or for the purposes of performance 
management. Our policies on these matters are contained in the Conduct and Performance 
Policy**.

The Personal Data that we will process for these purposes is People Function Process 
Information and Performance Information.

Depending on the circumstances, we may also process other categories of Personal Data, 
including Contact Information, Identity Information, Job Information, Leave Information, 
Medical Information, Recruitment Information, Regulatory Information (if applicable), 
Skills Information, Training Information and Vetting Information.

We process this Personal Data for our legitimate interests in protecting our business, 
customers and our employees including, where appropriate, processing Personal Data for 
the purposes of putting your name into a fraud detection database. We also process this 
Personal Data to ensure compliance with our legal obligations.

Your Medical Information is a Special Category of Personal Data. To the extent that
your Medical Information is processed, this is done on the basis of carrying out our 
employment law obligations to you, which include our obligations under health and 
safety law. Our occupational health teams carry out this processing for performance of our 
employment contract and obligations and, in particular, the assessment of your working 
capacity.

We may also process Special Category of Personal Data or Criminal Check Information for 
these purposes. To the extent that we do, we process this Personal Data on the basis of 
substantial public interest.

We may obtain some of the Personal Data above from other colleagues, including employees, 
workers and contractors. Where applicable, Personal Data may also be generated by the 
occupational health team.

Performance management We will process your Personal Data to ensure we manage employee productivity and 
performance within our business.

This may include monitoring both the behavior and activity of our employees and the use 
of our systems. To the extent permitted by applicable laws this may include collecting 
data about:

• Calls
• Instant chats
• Waiting and response times
• Breaches
• Emails
• Customer handling times
• Customer feedback and complaints
• Setting and achievement of goals
• Required training completion
• Internal policy and process compliance
• Other colleague feedback
• Office attendance data (site access control records)

In these circumstances, the data may be collected by us or a third party provider of the 
relevant service.

We process this Personal Data for our legitimate interests in promoting and 
developing our business and protecting our customers

** You are only able to access the policies and standards referred to in this Privacy Notice through Aviva World which you will have access to once you 
start working for Aviva.  If there is a particular policy or standard you would like to see before then please speak with your recruitment consultant.
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Activity Detail
Talent Management We will process your Personal Data to ensure that we manage talent effectively within our 

business, including for the purposes of career development, workforce planning and 
deployment.

To do this, we will process your Career Information, Job Information, Recruitment 
Information, Skills Information, Performance Information and Talent Management 
Information.

We will process this Personal Data for our legitimate interest in ensuring that we manage 
talent effectively.

Communications We will process your Personal Data so that we can communicate with you, including in relation to 
business updates, changes to ways of working, new products and services and product trials.

To do this, we will process Contact Information, Identity Information and Job Information.

We process this Personal Data because it is necessary for performance of our 
employment contract with you and for our legitimate interests to ensure that we 
communicate effectively with our people and fulfil our overall business aims.

Voice of Aviva Survey and other 
engagement communications

We will process your Personal Data so that we can undertake our Voice of Aviva colleague 
engagement survey, other surveys and any other engagement communications.

To do this, we will process Contact Information, Identity Information, Job Information, 
Termination Information and Performance Information which we will obtain from data held 
within our internal People Function systems such as Workday.

We will also gather additional information from you during these surveys although you will
have the option of deciding whether to provide such additional data at the time of the survey. 
Responding to these surveys will be completely voluntary.

We may combine your responses from the survey with other responses and with access control 
and demographic data already held about you on our internal HR systems like Workday. We may 
also combine your responses with previous and future Voice of Aviva or other survey responses. 
This demographic data will be sent to our third party employee engagement provider irrespective 
of whether you complete the survey to prevent us being able to identify you as having taken part in 
the survey.

Unless otherwise notified to you, most of the surveys run by Aviva produce aggregated reports 
which are distributed to different functions within Aviva including senior managers in Aviva’s 
Markets/Functions for the purposes set out below. These reports may also be used by Aviva and 
its third parties for general research, data analysis and statistical purposes.

Both the Personal Data used to undertake the surveys and the Personal Data gathered 
and used during the surveys are processed because it is necessary for our legitimate 
interests to improve communications, review colleague relationships, assess 
engagement and satisfaction levels and make improvements to our ways of working or 
for any other purpose which is communicated to you at the time of the survey.

Diversity Information is a Special Category of Personal Data. To the extent that we process 
Diversity Information in the surveys (such as the Voice of Aviva survey), this will be processed 
and managed as set out under Diversity, Inclusion and Equal Opportunities.

If we use a third party to assist us to provide and collate the survey, your Personal Data will be 
processed by that third party for the purposes set out above.
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Activity Detail
Mobility We will process your Personal Data as part of our ongoing legal obligation to ensure that you 

have the right to work in the UK (or any other country in which you are working) and to ensure 
that, if your employment is ever relocated, you have the right to work in that country. We will also 
process your Personal Data in order to comply with our obligations as a licensed sponsor.

To do this, we will process Identity Information, Job Information, Entitlement Information, 
Leave Information, Nationality Information, Next of Kin Information, Payroll Information, 
Remuneration Information and Termination Information.

We process this Personal Data for the performance of our contract and to ensure 
compliance with our legal obligations.

We may share your Personal Data with government organisations and with advisers in connection 
with this purpose.

Managing departure / 
offboarding

On termination of your employment, we process your Personal Data in order to manage your 
departure from our employment.

To do this, we will process Contact Information, Identity Information, Job Information and 
Termination Information.

We process this Personal Data because it is necessary for performance of our 
employment contract with you and for our legitimate interests in ensuring that the 
termination of our relationship is managed effectively.

Volunteering We may process your Personal Data to enable you to carry out volunteering activities.

To participate in an opportunity offered by one of our volunteering partners you will need to sign up 
with them. These organisations may provide Aviva with aggregated information on the number of 
Aviva volunteers and volunteering hours for our reporting purposes. They may also provide us with 
the name of the volunteering leader, we may use this information to contact them about the 
volunteering opportunity.

Where volunteering opportunity is organised by Aviva, we will collect your name and email address 
to enable us to contact you with information about arrangements for the volunteering opportunity.

We process this Personal Data for our legitimate interests in enabling our employees to 
carry out such activities.
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Activity Detail
Exit Interviews / Exit Surveys On termination of your employment, we may process your Personal Data as part of our exit 

interview process, in order to understand your reasons for leaving and whether we can 
improve our operations. We also ask you to complete an exit survey for us to use your 
responses in an aggregated form to discover how we can improve our business and retain 
employees. Your data will not be identifiable when this process is carried out.

To do this, we will process Contact Information, Identity Information, Job Information, 
Performance Information and Termination Information.

We process this Personal Data for our legitimate interests in ensuring an effective 
business operation.

Pensions We administer and manage our pension schemes ourselves, subject to the terms of the applicable 
schemes and plans. We will process your Personal Data to provide and administer your pension and 
you should also review the privacy notice as part of your pension.

To do this, we will need to process Contact Information,  Identity Information,  Job 
Information,  Entitlement Information,  Leave Information,  Medical Information, 
Nationality Information,  Next of Kin Information,  Payroll Information,  Remuneration 
Information and  Termination Information.

We process this Personal Data because it is necessary for performance of our contract  with 
you.

Medical Information is a  Special Category of Personal Data.  To the extent that your
Medical Information is processed, this is done as necessary for the purpose of  occupational 
pensions.

As part of this activity, Personal Data may also be generated by the Pensions function or by third 
parties who assist us with the administration of our pension schemes.

Medical and other insurances We administer and manage our employee benefit schemes ourselves, subject to the terms of the 
applicable schemes and plans.

If you are eligible to participate in private health benefit, Group Income Protection, life assurance 
and Accident at Work insurance, we will process your Personal Data for the purposes of managing 
your enrolment and entitlement under these schemes and you should also review the privacy notice 
as part of these schemes.

To do this, we will need to process Contact Information,  Identity Information,  Job 
Information,  Entitlement Information,  Leave Information,  Medical Information, 
Nationality Information,  Next of Kin Information,  Payroll Information,  Remuneration 
Information and  Termination Information.

We will process your  Medical Information in connection with these schemes, as well as 
information relating to your family’s health, as appropriate.

We process this Personal Data because it is necessary for performance of our contract with 
you.

Medical Information is a  Special Category of Personal Data.  To the extent that you or your 
family’s Medical Information is processed, this is done on the basis of carrying out our 
insurance obligations to you and your family
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After our relationship ends
We continue to need to process some Personal Data about you
after our relationship with you as a member of our workforce
comes to an end.
Click on the links below to learn more about these activities and the types of Personal Data we typically process
after our relationship is over.

In particular:

Activity Detail
Maintaining records We will process your Personal Data in order to maintain certain records following the termination 

of your relationship with us. Please see the Group Record Retention Guidelines** for further 
details.

To do this, we will process Contact Information, Identity Information and Nationality 
Information.

We process this Personal Data to ensure compliance with our legal obligations and for 
our legitimate interests in maintaining records for our business and commercial aims and 
defending legal claims.

We will also continue to process any personal data that you provided, and we processed as part of 
the Voice of Aviva Survey and other engagement communications. Please see the section entitled
Voice of Aviva Survey and other engagement communications for further information. This
data will be processed for a total of three years from the point at which it was provided.

Tax and payments We will process your Personal Data in order to comply with our legal obligations under tax laws 
and to ensure that we satisfy our contractual obligations to you.

To do this, we will process Payroll Information and Termination Information.

We process this Personal Data because it is necessary for performance of our contract 
with you and for compliance with our legal obligations.

References We will process your Personal Data following the termination of your relationship with us so that 
we can respond to any reference requests and in order to respond to any legal assertions or 
claims made against or by you.

This includes (but is not limited to) providing regulatory references and maintaining a record to 
allow us to do so.

To do this, we will process Contact Information, People Function Process Information, 
Identity Information, Job Information, Leave Information, Payroll Information, 
Personal Data, Performance Information, Recruitment Information, Regulatory 
Information (if applicable), Remuneration Information, Skills Information, Termination 
Information and Vetting Information.

We process this Personal Data for our legitimate interests in protecting and defending 
our business against any legal assertions or claims and, if applicable, for compliance with 
our regulatory obligations to provide a reference.

Personal Data may be generated by third party suppliers who assist with background checks.

** You are only able to access the policies and standards referred to in this Privacy Notice through Aviva World which you will have access to once you 
start working for Aviva.  If there is a particular policy or standard you would like to see before then please speak with your recruitment consultant.
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Activity Detail
Pensions We administer and manage our pension schemes ourselves, subject always the terms of the 

applicable schemes and plans. We will process your Personal Data to provide and administer your 
pension and you should also review the privacy notice as part of your pension.

To do this, we will need to process Contact Information, Identity Information, Job 
Information, Entitlement Information, Leave Information, Medical Information, 
Nationality Information, Next of Kin Information, Payroll Information, Remuneration 
Information and Termination Information.

We process this Personal Data because it is necessary for performance of our contract 
with you.

Medical Information is a Special Category of Personal Data. To the extent that your 
Medical Information is processed, this is done as necessary for the purpose of 
occupational pensions.

Personal Data may also be generated by the Pensions function or by third parties who assist us 
with the administration of our pension schemes.
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Your Legal Rights
You have legal rights under data protection laws in relation to your 
Personal Data. Click on the links below to learn more about each 
right you may have.

• To access Personal Data

• To correct / erase Personal Data

• To restrict how we use Personal Data

• To object to how we use Personal Data

• To ask us to transfer Personal Data to another organisation

•  To understand how we protect information transferred outside the UK

• To find out more about how we use Personal Data

We may ask you for proof of identity when making a request to exercise any of these rights. We do this to ensure we 
only disclose information or change account details where we know we are dealing with the right individual.

We will not ask for a fee, unless we think your request is unfounded, repetitive or excessive. Where a fee is necessary, 
we will inform you before proceeding with your request.

We aim to respond to all valid requests within one month. It may however take us longer if the request is particularly 
complicated or you have made several requests. We will always let you know if we think a response will take longer 
than one month. To speed up our response, we may ask you to provide more detail about what you want to receive 
or are concerned about.

We may not always be able to fully address your request, for example if it would impact the duty of confidentiality 
we owe to others, or if we are otherwise legally entitled to deal with the request in a different way.
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Your Rights
To access Personal Data
You can ask us to confirm whether or not we have and are using your Personal Data.

You can ask to get a copy of your Personal Data.

To rectify / erase Personal Data
You can ask that we rectify any Personal Data about you which is incorrect. We will be happy to rectify such 
Personal Data but would need to verify the accuracy of the information first.

You can ask that we erase your Personal Data where you think it is no longer necessary for the purpose for which we 
collected.

If we required your consent in order to use your data, you can withdraw your consent and ask that we erase your 
Personal Data.

You can also ask that we erase your Personal Data after you have successfully objected to our use of your Personal 
Data or where we have used it unlawfully or where we are subject to a legal obligation to erase your Personal Data.

We may not always be able to comply with your request, for example where we need to keep using your Personal 
Data in order to comply with our legal obligation or where we need to use your Personal Data to establish, exercise 
or defend legal claims.

To restrict our use of Personal Data
You can ask that we restrict our use of your Personal Data in certain circumstances, for example where you think the 
Personal Data is inaccurate and we need to verify it; where our use of your Personal Data is not lawful but you do 
not want us to erase it; where the information is no longer required for the purposes for which it was collected but 
we need it to establish, exercise or defend legal claims; or you have objected to our use of your Personal Data but 
we still need to verify if we have overriding grounds to use it.

We can continue to use your Personal Data following a request for restriction where we have your consent to use it;
or we need to use it to establish, exercise or defend legal claims, or we need to use it to protect the rights of another 
individual or a company.

To object to use of Personal Data
You can challenge and object to any use of your Personal Data which we have justified on the basis of our legitimate 
interest if you believe your fundamental rights and freedoms outweigh our legitimate interest. Once you have 
objected, we will have an opportunity to demonstrate that we have compelling legitimate interests which override 
your rights and freedoms.

To request a transfer of Personal Data
You can ask us to provide your Personal Data to you in a structured, commonly used, machine-readable format, or 
you can ask to have it transferred directly to another Data Controller (e.g. another company).

Please note however that you only have this right where you initially gave us your consent to use your Personal 
Data, or we used your Personal Data in order to perform a contract with you, and we have processed your Personal 
Data by automated means.
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Your Rights
To obtain a copy of our safety measures
You can ask for a copy of, or reference to, the safeguards we have put in place when your Personal Data is
transferred outside of the UK. We are not required to share details of information relating to these arrangements
where disclosure would affect our commercial position or create a security risk.

To exercise rights relating to automated decision making
You have the right not to be subject to a decision which is based solely on automated processing (without human 
involvement) where that decision produces a legal effect or otherwise significantly affects you.

This right does not apply if the decision is necessary for the purposes of a contract between us and you; authorised by; or 
based on your explicit consent.

You do however have a right to request human intervention, express your view and challenge the decision.

To find out more about how we use Personal Data
If you are not satisfied with the level of Personal Data provided in this Privacy Notice, you can ask us about your
Personal Data. The questions you may ask include (but are not limited to) what Personal Data we have about you,
what we use your Personal Data for, who we disclose your Personal Data to, whether we transfer it abroad, how we 
protect it, how long we keep it for, what rights you have, how you can make a complaint and where we got your 
data from.
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Contact Us
Please contact us
The primary point of contact for all issues arising from this Privacy Notice, including requests to exercise data 
subject rights, is our Data Protection Officer. The Data Protection Officer can be contacted in the following ways:

Email address: LifeDP@aviva.com

Postal address: The Data Protection Team, Aviva, Pitheavlis, PH2 0NH.

Our supervisory authority
If you are not happy with the way we are handling your information, you have a right to lodge a complaint with
your local data protection supervisory authority at any time. In the UK this is the Information Commissioners Office. 
(www.ico.org.uk)

We ask that you please attempt to resolve any issues with us before contacting the ICO.
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Glossary Of Terms
Aviva Group companies means Aviva Employment Services Limited, Aviva Central Services Limited, Aviva
Insurance Limited, Aviva Life Services UK Limited and Aviva Healthcare UK Limited or any other Aviva entity listed
here  https://www.aviva.co.uk/legal/list-of-aviva-companies.html.

Career Information includes career preference, career interests, willingness to travel and relocation information.

Carer Information includes information about any carer responsibilities that you might have including any
medical information that you provide about someone you are caring for.

Criminal Check Information includes unspent criminal convictions, spent criminal convictions (to the extent
permitted by law) and criminal charges pending.

Contact Information includes postal address and copies of documents showing proof of postal address, phone
number (personal and work), mobile phone number (personal and work), email address (personal and work), and
any address changes.

Data Controller means a natural or legal person (such as a company) which determines the means and purposes
of processing of Personal Data. For example, the Aviva entity which contracts with you will be your Data Controller
as it determines how it will collect Personal Data from you, the scope of data which will be collected, and the
purposes for which it will be used.

Diversity Information includes information about religious beliefs, health information (including disability), sexual
orientation, race, ethnicity and socio-economic background .

Entitlement Information means entitlement and eligibility to leave, notice entitlement and other entitlements to

benefits and contract terms.

FCA means the Financial Conduct Authority.

Image Information includes your image in photographic and video form.

Identity Information includes your name (including first name, middle name(s) and surname), any other names
(including maiden names), preferred name, title, date of birth, age, gender, details of marriage certificate and
divorce certificate.

GDPR and the DPA means the UK General Data Protection Regulation (GDPR) as it forms part of domestic law in the
UK, and the Data Protection Act 2018 (DPA). These laws apply to our processing and management of your Personal
Data.

Job Information includes start date, job title / role, job description, job location, employment status, employment
type, promotion and transfer history, hours of work, contract terms, Cost Centre information, overtime eligibility,
leader  changes, colleague ID / number, Workday ID, organisational chart, grade, nominee, working
pattern and

Leave Information includes annual leave dates taken, unpaid leave dates taken, maternity leave information,
paternity leave information, parental leave information, adoption leave information, shared parental leave
information, unauthorised leave information, special leave information and dates of all leave.

Medical Information includes dates of absence, reason for absence, medical information / reports, fit note
information, diagnosis information, prognosis information, pre-employment medical assessment and details of
accommodations and adjustments.

Nationality Information includes nationality, place of birth (town / country), language spoken, passport
information, VISA details (including expiry date), immigration status, right to work in the United Kingdom and copies
of ID documents.

Next of Kin Information includes name of next of kin, relationship, Contact Information of that individual,
dependent names and dates of birth.
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Payroll Information includes tax code, P45, tax / National Insurance contributions, tax paid, pay history, National 
Insurance number, bank details, Flex deductions, pension contributions, overtime payments, HMRC tax file, NationaI 
Insurance paid, share value to be paid, payroll number, deductions amount, holiday pay to be paid, termination 
payments to be made, P11D information, details of expenses and Cost Centre information.

Personal Data is information that relates to a living individual. It includes information that may identify a person by 
name and contact details, or refer to associated information such as account activity, or personal preferences that 
can directly or indirectly identify an individual.

Performance Information includes assessment of performance, performance ratings, appraisals, leader
opinions, competence rating, YSC reports and any employee feedback.

People Function Process Information includes details relating to People Function processes such as disciplinary
and grievance processes, including the details and dates of the complaints, the content of investigations and any
other information gathered during the same which relates to you.

PRA means the Prudential Regulation Authority.

Processing means any and all actions we take with respect to your Personal Data, including (without limitation) 
managing, viewing, holding, storing, deleting, changing, using and saving.

Recruitment Information includes the source of your application, work experience, CV details, employment
history, education history, salary expectations, LinkedIn information, preferred employment type, referee
information and contact details, former contract information (such as post-termination restrictions, notice period,
salary and benefits), and any information created during the recruitment exercise (such as management opinion
and assessment and outcome of your application).

Regulatory Information includes regulation status, regulatory complaints, regulatory history, regulatory record
and regulatory references.

Remuneration Information includes salary, benefits information, bonus details, group income protection
details, salary allowances, share entitlements, benefit value, policy numbers, level of cover, notice dates and salary 
increases.

Secondary Employment Information includes all data provided in relation to any secondary employment that you may 
hold in addition to your employment with Aviva.

Skills Information includes qualifications, skills information and languages spoken.

Special Category Personal Data means any Personal Data relating to your health, genetic or biometric data,
sex life, sexual orientation, racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union 
membership. Medical Information and Diversity Information form part of Special Categories of Personal Data.

Supervisory Authority means the supervisory authority for data protection, which in the United Kingdom is the
ICO (https://ico.org.uk/).

Talent Management Information includes talent matrix placement, assessment information succession plan 
information, risk of loss information, loss impact assessment information, notes from meetings and any employee 
feedback.

Termination Information includes resignation / dismissal letters, notice dates, termination date, leave date,
reason for leaving, meeting notes, termination payments and entitlements, exit interview notes, redundancy
selection information, redundancy consultation information and any employee feedback and management opinion.

Vehicle Information includes vehicle registration number, driving licence and driving offence information.

Training Information includes courses undertaken, pass mark, competence rating, course completion status,
course completion date, personal development plans, coaching reports and training preferences.

Vetting Information means data gathered during the application process and pre-employment vetting and
background checks, including information relating to credit status (including CCJs, IVAs, DROs, Trust Deeds,
bankruptcy), agreement to pre-employment checks, last six years’ addresses, reason(s) for leaving, previous
disciplinary action and/or dismissal(s), existence of conflicts of interest, former employment with Aviva and/or 
redundancy by Aviva and any employee feedback gathered.

Volunteering Information means data gathered and provided relating to any volunteering activities carried out by
you.
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