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1. Introduction

This Privacy Notice explains how we collect and use
Personal Data for:

« Applicants and candidates

« All current colleagues, including all current employees,
workers, individual contractors, contingent workers, interns,
agency workers, consultants, directors and third parties
whose information is provided to us in connection with one
of these relationships (e.g. next-of-kin, emergency contact
information and dependants)

This Privacy Notice is issued on behalf of the Aviva

Group companies that operate within the United Kingdom
(including but not limited to Aviva Employment Services
Limited, Aviva Central Services Limited, Aviva Insurance
Limited, Aviva Life Services UK Limited and Aviva Healthcare
UK Limited or any other Aviva entity listed here
https://www.aviva.co.uk/services/about-our-business/
about-us/aviva-company-details/). When we mention
“Aviva”, “we”, “us” or “our” we are referring to the relevant
company in the Aviva Group that processes your Personal
Data and those third parties who do so on our behalf. The
Aviva Group companies will be the data Controller of your
Personal Data.

It is important to read this Privacy Notice together with any
separate privacy or fair processing notices that we may
provide when collecting Personal Data from you. They will
explain the Aviva Group company (or third party) which is
legally responsible for managing your Personal Data and
give more information about how we, and any third party,
will use the particular Personal Data collected, your rights
and in some cases details of any other provisions that may
apply to the processing of that Personal Data.

We may seek your consent to certain processing. If consent
is required for the processing in question, it will be sought
from you separately (whether within a fair processing notice
or otherwise) directly by us or a third party appointed to

do so on our behalf. This helps us to ensure that it is freely
given, informed and explicit.

We will only use your Personal Data for the purposes for
which we collected it, unless we reasonably consider

that we need to use it for another reason and that reason
is compatible with the original purpose. If the way that
Personal Data will be managed differs from this Privacy
Notice or is incompatible with the original purpose the
data was collected for, additional information regarding this
processing will be provided to you and, if necessary, we will
collect consent from you and explain the consequences if
you choose not to consent. You should be aware that it is
not a condition or requirement of your relationship with us
that you agree to any request for consent from us.

We are committed to protecting the confidentiality and
security of the information provided to us and have invested
in robust technical, physical and organisational security
controls to protect information against unauthorised access,
damage, disclosure or loss.

Please note that we may process your Personal Data
without your knowledge or consent, in compliance with
this Privacy Notice, where this is required or permitted by
applicable law.

If you have any questions about how your Personal Data
is managed, please refer to the further details provided
in this Privacy Notice. If you continue to have questions,
you can use the contact details provided to ask these to us
directly.


https://www.aviva.co.uk/services/about-our-business/about-us/aviva-company-details/
https://www.aviva.co.uk/services/about-our-business/about-us/aviva-company-details/

Lawful Bases for the processing of Special
Categories of Personal Data, Statistical and
Criminal Offence Data

Special Categories of Data

Additionally, in order to carry out any processing of your
Special Categories of Personal Data, we need to ensure
that we have a particular reason to do so- in addition to the
grounds for processing your Personal Data set out in this
Privacy Notice. We have set out the reasons we have for
processing your Special Categories of Personal Data in
this Privacy Notice.

These reasons can be grouped into one or more grounds
for processing, which directly relate to the grounds for
processing Special Categories of Personal Data set

out in the GDPR and the DPA. We have also identified
these grounds within this Privacy Notice where Special
Categories of Personal Data are processed.

o Employment law obligations - This means where the
processing is necessary for the purposes of carrying
out the obligations and exercising the rights of you or
us in the field of employment law, social security and
social protection law (such as health and safety law).
This means that we can carry out any actions we need to
undertake in order to comply with our obligations under
employment, tax and health and safety law. This could
include managing you in accordance with employment
law or complying with reporting requirements.

e Explicit consent - This means where we are processing
data that the individual has specifically agreed to the
processing.

« Substantial public interest - This means where the
processing is necessary for reasons of substantial
public interest, as set out in the GDPR and the DPA. This
includes (without limitation) processing Personal Data
pursuant to the Substantial Public Interest Conditions e.g.

e Emergency situations - This means where the
processing is necessary to protect your vital interests
or that of another person where you are physically or
legally incapable of giving consent. This means that
we can process your Personal Data in exceptional
emergency situations, such as a medical emergency or
risk to your physical safety or that of another.

¢ Insurance purposes - This means where the
processing is necessary for the purposes of providing
you and your family with insurance products or
complying with obligations that arise under an
insurance product.

e Occupational pensions - This means where the
processing is necessary for the purpose of making
a determination in connection with eligibility for, or
benefits payable under, an occupational pension
scheme.

* Preventing and detecting unlawful acts - This means
processing we undertake as a result of regulatory
requirements relating to unlawful acts and dishonesty.

¢ Regulatory requirements relating to unlawful
acts and dishonesty - This means processing is
necessary for the purposes of complying with, or
assisting other persons to comply with, a regulatory
requirement which involves taking steps to establish
whether someone has committed an unlawful act (or an
unlawful failure to act); or been involved in dishonesty,
malpractice or other seriously improper conduct.

¢ Promoting equality of opportunity or treatment -
This means for example to ensure that our recruitment,
onboarding and employment practices, to otherwise
covered by the Equality Act 2010.

¢ Promoting racial and ethnic diversity at senior levels
of organisations - This means processing undertaken
to promote, identify or maintain such diversity.

o Safeguarding of children and individuals at risk -
This means where we protect individuals who are risk
of mental or physical harm or distress.

¢ Personal data in the public domain - This means where
we are processing data that in the public domain and/or
made manifestly public by an individual.

¢ Legal claims - This means where the processing is
necessary for the establishment, exercise or defence of
legal claims.

Criminal Offence Data

The same grounds can also be relied upon for processing
Criminal Offence and/or Criminal Check Information.

Statistical Data

We also process for the purpose of Statistics, this means
where processing is necessary for archiving purposes in the
public interest, scientific or historical research purposes or
statistical purposes.




3. Who Personal Data is Shared With

Within Aviva, your Personal Data can be accessed by or
may be disclosed internally. Your Personal Data may also
be accessed by third parties, including suppliers, advisers,
local and/or national authorities, law enforcement and
government bodies.

The sharing of your data includes where this relates to your
employment (for example with a supplier who processes
payroll), and also where this relates to business activities
you carry out on behalf of Aviva (for example with a supplier
who manages travel bookings).

Where such third parties act as a data processor (for
example a supplier who carries out pre-employment
screening on our behalf) they carry out their tasks on our
behalf and upon our instructions for the purposes set out

in this Privacy Notice. In this case your Personal Data will
only be disclosed to these parties to the extent necessary to
provide the required services.

In some cases, the external recipient may be a data
controller of your Personal Data. In such a case, a further
notice may be provided to you regarding the processing
of your Personal Data depending on the processing
undertaken.

Internal Recipients
Internal recipients of your Personal Data include:

« local, and global People Function departments, including
leaders and team members;

« local, and executive management, or other Aviva
employees on their behalf, responsible for managing or
making decisions in connection with your relationship
with Aviva or when involved in a People Function
process concerning your relationship with Aviva
(including, without limitation, - colleagues from Company
Secretarial, Compliance, Legal, Group Investigation and
Information Security);

« colleagues in the Pension function and other areas
relating to the provision of colleague benefits;

» system administrators;

» Group Tax, Treasury, Finance, Internal Audit and IT
departments, the RemCo and the Global People Function
information systems support team, where necessary for
the performance of specific tasks or system maintenance
by colleagues in those teams.

Such, personal data may also be shared with certain
interconnecting systems such as recruitment systems and
local payroll, benefits and IT systems.

In addition, certain basic Personal Data, such as your name,
location, job title, contact information and any published
skills and experience profile may also be accessible to other
employees for the purposes set out in the Privacy Notice.
This includes for example your profile on our HR System
Workday.

External Recipients

Due to the size and complexity of our operations it is not
possible to name each of our external data recipients in this
notice.

The categories of third parties with whom your personal
data may be shared, includes:

« our clients or customers;

« suppliers and service providers;

« tax authorities;

 regulatory authorities;

e Our re-insurers;

» bankers;

« doctors/GPs or other medical professionals;
« IT administrators;

« Legal advisors;

» auditors;

+ investors;

» consultants and other professional advisors;

« organisations involved in business reorganisation or
divestment activities;

« payroll providers; and

« administrators and providers of our benefits.

Personal Data contained in our HR and other interconnecting
systems may be accessible by providers of those systems,
their associated companies and sub-contractors (such as
those involved with the hosting, supporting and maintaining
the framework of our HR information systems).

We expect these third parties to process any data disclosed
to them in accordance with the contractual relationship
between them and us and applicable law, including with
respect to confidentiality and security.

In addition, we may share Personal Data with national
authorities in order to comply with a legal obligation to
which we are subject. This is for example the case within the
framework of imminent or pending legal proceedings or a
statutory audit.



4. All Colleagues

We carry out certain processing activities for all applicants, candidates and all current
colleagues, including former employees applicants and candidates. To the extent that this
Personal Data is not collected from you, it is generated internally through our management,
People Function and payroll processes.

Click on the sections below to learn more about these activities and the types of Personal Data we typically

process for all colleagues.

Reporting

We will process your Personal Data to analyse trends
and patterns. This may include colleague/business unit

Diversity, Inclusion & Equal Opportunities

resourcing and structural performance within our business

Maintaining Records

hold about you including demographic data already held
in our internal HR systems like Workday to analyse office
attendance trends and patterns, and to inform our site
strategy.

In our Fairness & equality at Work Policy.™™

The Personal Data that we process for this purpose

is Identity Information, Nationality Information,
Recruitment Information and Diversity Information.
We may use data analysis, models and algorithms to
monitor the diversity of candidates and Aviva’s workforce.
We may use a number of data items to do this including
Identity Information, Diversity Information, Performance
Information, Career Information, Job Information, Leave
Information, Remuneration Information, Recruitment
Information, Skills Information, Talent Management
Information, Leaving Aviva Information, Training
Information and Nationality Information.

&

To do this, depending on the nature of the report, we will
process, analyse and report on your Access Control
tion, Contact Information,
ntity Information, Job
#tion, Medical Information,
Next of Kin Information, Payroll Information,
Parformance Informatign People Function Process
‘ormation, Regulatory
nformation, Skills
Vianagement Information, Leaving
Aviva information, Training Information and Volunteering
Information.

INTormation Trom which you can be directly igentitied, e.g.
your name, and replace it with a pseudonym.

** You are only able to access the policies, guidelines and standards referred
to in this Privacy Notice through Aviva World which you will have access to
once you start working for Aviva. If there is a particular policy or standard
you would like to see before then please speak with your recruitment
consultant.

X



5. Applying ForaRole

When you apply for a role with us, we will process Personal Data in order to manage and
administer your application.

Click on the sections below to learn more about these activities and the types of Personal Data we typically
process in connection with recruitment and selection.

X

Receiving your Application

Information that is provided
to be able to begin to engage with you regarding your to us so that we can assess if any adjustments as are
application to us. required for the role.

Diversity, Inclusion & Equal Opportunities by a recruitment agency or

our behalf, this information will
assess your identity and accept your application. We may be received from that agency or third party acting as a data
also use Regulatory Information if the role that you have controller in its own right. Where we receive information

Assessment and Selection

Background Checks

VVC VWILL PIVLTOO AUTIILILY LINHTVITTIALIVIL, RTCUIUILITITIIL

Right to Work

MULVITIALCU UTCUIDIVILIVIANITIE \ AWIVE )

ations which for example
criteria and/or assessments
which entail benchmarking of test scoring, we make use

of Automated Decision Making (‘ADM’). Where we make
ide you with appropriate
explains this processing in
rights associated with our use
of ADM and our lawful basis for such processing.

discussions, interview with you and interna
feedback and it is likely that further Personal Data will
be generated by you, our leaders, People Function and

recruiters.
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Information. releases and newswires from all regions of the globe. We

will only conduct such searches where you have been
shortlisted for a role and where we have notified you in
advance of such processing.

We may also generate further Personal Data when the results
are considered internally by leaders, People Function and
recruiters. We will also receive references about you from

former employers and other referees that you may provide, ¢ will carry out additional pre-employment vetting and

and as is required by any applicable regulatory requirements. background checks to confirm your regulatory status
Where you have previously worked for Aviva, or are an and your fitness and propriety to hold the relevant role or
internal candidate, we will also seek internal references, position.

which may include, Performance Information, Vetting
Information, and Leaving Aviva Information. We treat both
in internal and external references, regardless as to whether
they are generated, made available or disclosed by or to Aviva
as being provided on a confidential basis.

Our third party supplier will assist us to carry out these background checks, additional background checks for regulated
roles and criminal background checks. They may provide us with additional Personal Data relating to you in the form of
the results of the checks and any associated report.



6. Asan Employee or Contingent Worker

We wiill collect, use and share Personal Data about you if you currently work at Aviva.
To the extent that this Personal Data is not collected from you, it is generated internally
through our management, People Function and payroll processes.

Click on the sections below to learn more about these activities and the types of Personal Data we typically
process in connection with this relationship.

X

Managing our Relationship

We will process your Personal Data to ensure that the terms egulatory Information (if applicable), Remuneration

of your contract with us are administered effectively. This Information, Secondary Employment, Skills Information,
ation, Leaving Aviva
Reward, Payroll and Employee Benefits tion and Volunteering

management action with respect to your relationship with us.

Personal Data may be generated by the occupational health

X

Managing all types of leave including annual leave, family friendly leave, sickness
absence and all other types of statutory leave

We will process your Personal Data so that we can manage Leave Information, Performance Information, Next of Kin
all types of leave including your annual leave, family friendly Information, Payroll Information, Medical Information
leave, sickness absence and all other types of statutory and Remuneration Information.

leave. To do this Personal Data may also be shared with key
individuals who are responsible for employee welfare and
wellbeing within departments across Aviva.

If it is necessary for you to undergo a medical assessment,
you may provide some Medical Information directly to the
occupational health team during the assessment process.
To do this, we will process Contact Information, Identity Information relating to this medical report will be provided
Information, Job Information, Entitlement Information, to us from the occupational health team.

Talent Management Information, Career Information and
Leaving Aviva Information.

ges, workers and contractors
Business Protection - Onsite

In addition, we may need to process data related to the
use of our systems (e.g. email content) for the purpose of
ations in responding to any

Investigations, Complaints, Disciplinaries and
Formal Resolutions *

Cies, guidelines and standards referred

to in this Privacy Notice through Aviva World which you will have access to

once you start working for Aviva. If there is a particular policy or standard

. Effective[y monitor suspicious activities; you would like to see before then please speak with your recruitment
consultant

« Prioritise actions in order to deal with these risks;



6. Asan Employee or Contingent Worker continued

Career and Performance Management

We will process your Personal Data to ensure we manage

Employee Engagement, Communications and Voice of Aviva Survey

We will process your Personal Data so that we can

SR PR SR R S P

Biometric Data

Mobility

We will process your Personal Data as part of our ongoing

Managing Departure / Offboarding

Volunteering

Office Utilisation & Management

We use booking systems to manage the use of car parking
spaces, desks and meeting rooms in all our offices. These

systems process your Personal Data to enable you to book
spaces.

The Personal Data we process includes Contact
Information, Identity Information, Job Information and
Medical Information.

» Emails

purposes of running the survey. This will be shared

o mem = =B o mfB ool mfe mem oz = mammem(mie Al & mccew ome o Bm mamme o= et

To do this, we will process Identity Information, Job

Our 80 Fen London office has infra-red technology in
meeting rooms, floor entrances/exits and above desks to
identify the occupancy for desks and meeting rooms. Your
Personal Data and the data from our infra-red technology
are used to help Aviva better understand and manage the
utilisation of our buildings and car parks, and to inform our
property strategy.

X X X X X X X



7. International Data
Transfer

We share your Personal Data within the Aviva Group as set
out in this Privacy Notice. Some of the people who access
your Personal Data may not be in the same country as you
and may be outside of the UK.

Any transfers within the Aviva Group will be covered by
an intra-group agreement which gives specific contractual
protections to ensure that your Personal Data receives an
adequate and consistent level of protection wherever it is
transferred within the Aviva Group.

In addition, some of the external organisations we share
your Personal Data with may be located outside of the UK.
We will always take steps to ensure that any transfer of
information outside the UK is carefully managed to protect
your privacy rights:

« we will only transfer Personal Data to countries which
are recognised as providing an adequate level of legal
protection (such as countries in the European Economic
Area) or where we can be satisfied that alternative
arrangements are in place to protection your privacy
rights;

« transfer to service providers and other third parties will
be protected by contractual commitments or other legally
acceptable mechanisms that ensure an adequate level of
protection; and

» any requests for information we receive from law

enforcement or regulators will be carefully checked
before Personal Data is disclosed

8. Retention

We will retain your Personal Data for as long as is reasonably
necessary for the purposes explained in this Privacy Notice.
In some circumstances we may retain your Personal Data
for longer periods of time, for instance where we are
required to do so in accordance with legal, regulatory, tax or
accounting requirements.

In some cases, we may also retain your Personal Data for
longer periods of time so that we have an accurate record
of your dealings with us in the event of any complaints or
challenges, or if we reasonably believe there is a prospect
of litigation relating to your relationship with us.

We maintain Group Record Retention Guidelines** which we
apply to records in our care. Where your Personal Data is no
longer required we will ensure it is either securely deleted
or stored in a way that no longer identifies you.

We will generally retain your Personal Data only so long as it

is required for purposes for which it was collected. This will

usually be the period of your employment or other contract

with us plus the length of any applicable statutory limitation

period following your departure, although some data, such

as pension information, may need to be kept for longer.

We may keep some specific types of data, for example,

tax records, for different periods of time, as required by

applicable law and as set out in the Group Record Retention

Guidelines

** You are only able to access the policies, guidelines and standards referred
to in this Privacy Notice through Aviva World which you will have access to
once you start working for Aviva. If there is a particular policy or standard

you would like to see before then please speak with your recruitment
consultant.



O. Legal Data Rights

You have legal rights under data protection laws in relation to your Personal Data. Please read sections below to
learn more about each right you may have.

We may ask you for proof of identity when making a request to exercise any of these rights. We do this to ensure
we only disclose information or update your information where we know we are dealing with the right individual.

We will not ask for a fee, unless we think your request is unfounded, repetitive or excessive. Where a fee is
necessary, we will inform you before proceeding with your request.

We aim to respond to all valid requests within one month. It may however take us longer if the request is
particularly complicated or you have made several requests. We will always let you know if we think a response
will take longer than one month. To speed up our response, we may ask you to provide more detail about what
you want to receive or are concerned about.

We may not always be able to fully address your request, for example if it would impact the duty of
confidentiality we owe to others, or if we are otherwise legally entitled to deal with the request in a different way.

For further information about or to exercise any of your rights, please contact us. Your rights are as follows:

To access Personal Data

b PR} SR AR p VR I NAasa

To restrict our use of Personal Data

You can ask that we restrict our use of your Personal Data We can continue to process your Personal Data following a

To object to use of Personal Data

VAii ran rhallanda and nhiant ta nraraccing nf vninir Parcanal Nnroavnin hava nhiarntad o wiill hava an AnnAartiinitv tna

To request a transfer of Personal Data Please note however that you only have this right where you
initially gave us your consent to use your Personal Data, or

To exercise rights relating to automated decision making

You have the right not to be subject to a decision which This right does not apply if the decision is necessary for the

To find out more about how we use Personal Data

If you are not satisfied with the level of Personal Data what we use your Personal Data for, who we disclose your
provided in this Privacy Notice, you can ask us about your Personal Data to, whether we transfer it abroad, how we
Personal Data. The questions you may ask include (but protect it, how long we keep it for, what rights you have, how

are not limited to) what Personal Data we have about you, you can make a complaint and where we got your data from.

X X X X X X X



10. Contacting Aviva

Contact Us

The primary point of contact for all issues arising from this
Privacy Notice, including requests to exercise data subject
rights, is our Data Protection Officer. The Data Protection
Officer can be contacted in the following ways:

Email address: LifeDP@aviva.com

Postal address: The Data Protection Team, Aviva,
Pitheavlis, PH2 ONH.

Our supervisory authority

If you are not happy with the way we are handling your
information, you have a right to lodge a complaint with your
local data protection supervisory authority at any time. In
the UK this is the Information Commissioners Office (‘ICO’).
(www.ico.org.uk)

We ask that you please attempt to resolve any issues with us
before contacting the ICO.

11.Glossary

In this Privacy Notice we refer to certain key terms which it
is important to understand, which we explain as follows:

Criminal Offence Data includes unproven allegations
relating to the commission of a criminal offence; details of
a specific crime; the fact that an individual has no criminal
convictions; and data about penalties, conditions or
restrictions placed on an individual.

GDPR and the DPA means the UK General Data Protection
Regulation (‘GDPR’) as it forms part of domestic law in the
UK, and the Data Protection Act 2018 (‘DPA’). These laws
apply to our processing and management of your Personal
Data.

Personal Data is information that relates to a living
individual. It includes information that may identify a
person by name and contact details, or refer to associated
information such as account activity, or personal
preferences that can directly or indirectly identify an
individual.

Processing means any and all actions we take with
respect to your Personal Data, including (without limitation)
managing, viewing, holding, storing, deleting, changing,
using and saving.

Special Category Personal Data means any Personal Data
relating to your health, genetic or biometric data, sex life,
sexual orientation, racial or ethnic origin, political opinions,
religious or philosophical beliefs, trade union membership.
Medical Information and Diversity Information form part
of Special Categories of Personal Data.

Supervisory Authority means the supervisory authority
for data protection, which in the United Kingdom is the
information Commissioner’s Office (‘ICO’)
(https://ico.org.uk/).

12. Updates

We may amend this Privacy Notice from time to time for
example, to keep it up to date or to comply with legal
requirements or changes in the way we operate our
business.

This Privacy Notice was last updated on 17 March 2025.
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